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ABSTRACT 
 
 
 
  
Developing a technology strategy, E-Business Company must possess an objective grasp of their 
current capabilities combined with a thorough understanding of the extent to which the Internet 
can enhance these capabilities. This understanding must include a basic knowledge of Web 
architecture, software standards, and the applications tools. However, E-Business technologies 
are constantly changing, and the best approach is to stay abreast of the latest trends, products 
and key vendors. Staying current is more important than ever as the marketplace continues to 
evolve. 
 
Staying ahead of the unpredictable E-Business curve is not an easy task. Company may face 
seasonal demand and the impact of its own marketing efforts. It might face growing pressure 
from competitors or increased demand from new users. A fundamental, scalable infrastructure 
decision will help business meet all of them. The best way to face those surprises is to deploy the 
most powerful and flexible server infrastructure the businesses can afford. 
 
Multi-Channel Server (MCS) allows companies or business organisations to manage their 
customer relationships and communications through multiple points and media, allowing for two-
way customer relationships by providing interactive communications, which means that the customers can act 
on the information immediately.  
 
 
 
 
Keywords: 
Multi-channel service, e-business, e-commerce, e-business technology, e-business strategy, 
architecture, standard, security, private network, personalisation 
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INTRODUCTION 
 
 
Nowadays, taking advantage of e-commerce is about using technology to streamline business 
models, creating savings, and increasing efficiency. Current e-commerce is now dealing with 
lowering costs and establishing closer, more responsive relationships with customers, suppliers 
and partners. E-commerce has evolved from basic transactions on the Web, to a complete 
retooling of the way partners, suppliers and customers transact.  
 
This is the overall picture of Global IT Service trends : 
 

 
 
Now, in short, e-commerce has transformed into E-Business, where business –more than 
commerce—can be done electronically, taking advantage of internet and networking technology 
which turns into customised E-Business technology. A new emerging topic in E-Business 
technology is called multi-channel service delivery, which is in simple using many 
communication channels to reach the customer and doing business with them, instead of just 
using the conventional internet. 
 
This paper aims to have a fairly deeper discussion in these particular fields, E-Business 
technologies. Multi Channel Service Delivery will be discussed as a part of E-Business 
technology, which, particularly, will be presented together with the real industrial application at 
ICL Plc. There will be also a discussion on the relationship of E-Business technology with the 
current and future issues.  
 
This paper comprises of five parts. Systematically, in the first part there will be an Overview of E-
Business Approach, which will be followed by the Technical overview of Multi Channel Server in the 
second part. The Application of Multi Channel Server at ICL will be in the third part and 
consecutively The Further Technical Discussion on E-Business Technology will come up in part four. The 
fifth part which will briefly discuss about Issues and Future of E-Business Technology, will lead to a 
conclusion that will conclude and summarise this paper. 
 
The newest reference and sources used in this paper are from the Internet while several books 
are also referred to get a comprehensive explanation. 
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Part I. 
An Overview of E-Business Approach  

 
  

1.1. E-BUSINESS TECHNOLOGY  
Since there is no universally accepted definition of E-Business technology, the best way to 
define it will be probably to describe what is seen as the emerging E-Business technology 
architecture, or the technologies that enable the business model.  
 
E-Business technology is not a single product. It is a variety of technologies, and they all 
interoperate to enable the E-Business model1. What is emerging as an E-Business technology 
model is illustrated below. 
 

 
Figure 1. 

E-Business Technology Model 
(Adapted from : Smith, 1999) 

 
It includes four types of technology (Smith 1999): 
1. The Internet application integration (IAI) platform which manages the interaction 

between the Internet and the internal technologies of the business.  
2. Middleware, which is responsible for ensuring that the interaction among business 

applications, both internal and external, is managed efficiently and securely.  
3. Transaction processing systems, which record business events and allow the business to 

control and communicate these business events.  
4. Information systems, which provide views of all types of information in a format that is 

tailored to the requirements of different users.  

                                                 
1  Digital solutions are an essential way to understand the needs and preferences of each customer and partner, to 

personalise products and services to meet those needs and preferences, and to ensure timely delivery.  
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The focus will be the IAI platform and middleware. Transaction processing and information 
systems will be related to special features that enable E-Business. A range of products that are 
concerned with the reliability and marketability of technology is the ones, which supply IAI and 
middleware technology. These include BEA Systems, NEON, IBM, Oracle, Microsoft, Vitria, 
Active Software, Sun, Tibco and others.  
 
 
 
1.2.  ENHANCING BUSINESS TRANSACTION 
A fast and dependable Internet presence is a must in enhancing business transaction. The Web-
savvy consumer rarely tolerates a slow or non-existent site. According to (Intel, 2000), there are 
nowadays several technologies to ensure that customers have a speedy E-Business experience 
while in the same time let the business sites deliver content faster and improve network 
utilisation, process secure transactions faster and manage traffic more efficiently. Moreover, they 
will let the business set guaranteed, error-free service levels, optimise multi-site traffic so that 
customers reach the most available site and manage and accelerate secure transactions2.  
 
 
1.2.1. EFFICIENT INTERNET TRAFFIC MANAGEMENT 
Current Internet traffic management platforms utilise “intelligent” traffic management. They also 
incorporate intelligent Layer 7 traffic management that “looks” into the network traffic and handles 
requests based on its content. It allows real-time monitoring of incoming and outgoing traffic to 
ensure server error messages are not passed to customers. Intelligent Layer 7 traffic management 
ensures accurate completion of e-Commerce transactions. This technology can handle increases 
in Internet traffic during peak load conditions, and aids in the defence against hacker attacks 
such as denial of service. Layer 7 management also adds the ability to prioritise requests and 
ensure Quality of Service for key customers. It maximizes the effectiveness of Internet 
infrastructure by providing the performance, scalability and reliability required by today’s 
demanding fast-paced Internet economy. 
 
 
1.2.2. SEAMLESS INFORMATION SHARING 
XML (Extensible Markup Language) is believed to be the basis for most of business-to-
business (B2B) Internet activity in the future. As with other Internet communications standards, 
XML will continue to evolve as companies plan and deploy their XML strategies. By allowing 
different computer systems to “talk to each other,” XML permits the sharing of important business 
information like order entry, pricing and inventory levels—improving efficiencies and reducing 
costs. Among the primary deployment concerns will be performance, reliability and security. 
Today, there are specialised XML accelerators that offload the processing required to use XML 
so sites remain reliable.  
 
 
1.2.3. NETWORK PERFORMANCE IMPROVEMENT 
The network performance and customer service can be improved with specialised caching 
applications that make commonly access Web data available to customers more quickly than if 
every request had to be routed to a server. It moreover, relieves bottlenecks and significantly 
reduces latency—even with variable backbone connections or during traffic spikes. A caching 
application can increase upstream bandwidth capacity by up to 30%—greatly reducing the strain 

                                                 
2  Furthermore, in today’s dynamic environment, it is essential to deploy a flexible application architecture that will allow 

for further inevitable changes in business requirements. 
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on current infrastructure and avoiding the need to build-out the network or lease additional 
carrier lines. Nowadays, the ability to deploy this kind of technologies that address bandwidth 
constraints and Quality of Service issues offers significant competitive advantages.  
 
 
1.2.4. SSL ACCELERATION 
Business Internet users are now demanding that their sensitive information be safeguarded from 
hackers, thieves and scammers. Secure Socket Layer (SSL) provides this security through 
encryption and so that allows businesses to safely conduct e-commerce, but this reduces server 
performance and increases infrastructure demands. SSL acceleration has been developed to 
remove encryption/decryption burden from Web servers, restores transaction speed, and 
reduces the need for additional infrastructure. SSL acceleration provides E-Business with a 
competitive edge by saving infrastructure dollars and providing the highest level of performance 
to their customers. (Intel, 2000) 
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Part II. 
Technical Overview of Multi Channel Server (MCS) 

 
 
 
 
2.1.  WHAT IS MULTI-CHANNEL SERVER (MCS)? 
Multi-Channel Server (MCS) allows companies or business organisations to manage their 
customer relationships and communications through multiple touch points, including phone, fax, 
e-mail, and pagers. The customers themselves define the type of contact medium they prefer, 
while the company concentrates on providing the information itself. By making use of customer 
profiles, individual communications can be triggered by client-defined events. For example, in a 
trading environment, customers may chose to be notified automatically when certain market 
conditions exist.  
 
Generally MCS allows for two-way customer relationships by providing interactive communications, which 
means that the customers can act on the information immediately. For example, an email that comes with 
a response form, or a message sent to a two-way pager that contains instructions for replies. The 
communications and their replies are stored in a central database, enabling the enterprise to track 
customer activity. In addition, the system can be configured to simultaneously alert selected staff 
members when certain communications are sent or specific customers are contacted, allowing 
them to follow up with the customer.  
 
MCS encourages what so-called “Internet Relationship Management” that needs to become more 
sophisticated because customers are requiring access to mission-critical information through 
channels other than just the Internet. It should also provide customers with personalised 
information using e-mail, fax, telephone and pagers.  
 
MCS is targeted towards organisations that look to develop tighter, more individual customer 
relationships with their online customer base. The new software provides a central point of 
management and control for automated interaction with a defined customer community. MCS 
will enable the users to manage the distribution of personalised information across any delivery 
channel, including the Web, e-mail, fax, pager and telephone, regardless of the channel the 
communication originates from or is routed through.  
 
 
 
2.2. HOW DOES MCS WORK? 
MCS coordinates all of the business’ customer touch points, including e-mail, cellular phones, 
account managers, call centres, and Web sites, and provides each customer with personalised 
communication and service. Firstly, customers define what kind of information they want to receive 
as well as their preferred communication medium. Then, MCS provides a mix of personalised and 
automated communication between the business organisations and their customers, and allows 
the organisation to provide high-level customer service while controlling costs.  
 
There is also an ability of MCS to ensure rapid development and scalability of high-performance 
sites that allows the users to update navigation and content according to visitors’ behaviour. 
Moreover, MCS can recommend content based on the choices of visitors with similar interests.  
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The decision support service that is usually embedded in MCS provides a business-level analysis of 
customer behaviour, so the companies/users can measure how effectively the site’s content 
attracts and retains visitors. The users then can generate custom reports to determine what 
content is accessed, how often, and by which type of visitors. There is also a component of MCS 
that lets the user/company manage large numbers of affiliates and organise them into 
appropriate segments. Therefore, the user can also create and manage targeted offers, create 
business rules and constraints on how affiliates use your offers, manage active subscriptions, and 
evaluate affiliate activity3.  
 

 
Figure 2. 

Multi-Channel Server Concept : Service Provider Push for Universal Service Delivery 
(Source : ICL Presentation Slide) 

 
 
 
 
 

                                                 
3  Gartner Group states that: “Only enterprises that can rapidly assimilate packaged applications and re-use their existing 

applications in new ways will thrive in the emerging ‘E-Business’ era”. It also predicts that if consumers integrate their 
business-to-business and business-to-consumer infrastructures by the end of 2000, they will gain a 25% to 50% 
competitive advantage over those enterprises that manage these technologies separately. (ICL, 2000) 
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Part III. 
Multi Channel Service Application at ICL Plc. 

 
Remark to this part : Professor Nic Holt, a senior research fellow of ICL presented comprehensively and integrally 
the ICL and the basic concept of Multi Channel Service Delivery in a very interesting “multi-media” session at 
UMIST, Thursday 30 November 2000 as part of CT-413 Industrial Applications subject lectures.  
This part, mostly refers to that presentation. 
 
 
 
3.1. ICL AT A GLANCE 
Having the mission to unlock the full potential of the knowledge society for its customers, ICL 
has re-orientated its business model to embrace the opportunity of improving customer service 
and consolidate business’ market position, ensuring clarity and operational focus, which “… 
defines the shape of the group’s business for the long term. They are focusing their capabilities into three key sets of 
offerings: e-Innovation, e-Applications and e-Infrastructure.” (ICL, 2000)  
 
ICL has a relatively long and respected track record in delivering large Systems Integration solutions 
that make a difference to its customers’ businesses. Now, through a combination of this 
experience, innovative design, the latest technologies from their partners (Microsoft, Oracle, SAP 
and Siebel) and selected market leading integration products, ICL claims itself to be able to 
design, build and operate scalable and resilient Systems Integration solutions on which its 
customers’ E-Business can rely. 
 

 
 

Figure 3. 
Basic Concept of ICL’s Technology Architecture 

(Source : ICL Presentation Slide) 
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3.2.  SYSTEM INTEGRATION USING MCS : E-BUSINESS TECHNOLOGY IN ICL 
Delivering Internet-based services through multiple devices is key to ICL’s consumer strategy, 
enabling the customers to deliver their services not only to the PC but also to the TV, mobile 
phone and other devices4.  
 
Whilst the ability to order a theatre ticket, check the evening’s TV listings, or email a colleague 
from a mobile phone or a digital television is increasingly improving, as well as the traditional 
PC, ICL gives its consumers the power to “… attract more customers, interact meaningfully, and transact 
business effectively with your customers through the channel most convenient to them.” (ICL 2000) 
 
 

 
 

Figure 4. 
Multi Channel Delivery Implemented by ICL 

(Source : ICL Presentation Slide) 
 
 
The key to making the transition rapidly and at low risk is to use standard application 
components from Enterprise Application (EA) vendors such as Oracle, SAP and Siebel and to 
integrate using the latest Enterprise Applications Integration (EAI) tools and technologies by 
minimising ‘point to point’ integration5. The latest EAI tools facilitate this by using ‘hub and 
adaptor’ type architectures. These provide a framework for applications to be connected or 
separated quickly and easily. 
 

                                                 
4  ICL has pioneered interactive digital television (iDTV) services, and is at the vanguard of WAP technology, for the 

delivery of internet content to mobile phones. 
5  Enterprise Application software now provides end-to-end functionality covering back-office Enterprise Resource 

Planning (ERP), Supply Chain Management (SCM) and front-office Customer Relationship Management (CRM) 
systems. The latest releases of this software are now becoming fully e-enabled and ready for users. (ICL, 2000) 
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The multi-channel server architecture is highlighted by ICL for reasons that firstly, it enhances the 
dynamic publications and rendering of content, that means more specialisation for channels, users and 
their preferences. Secondly, MCS separates content from rendering so that once content is created, 
it can be delivered in many forms. Thirdly, it also separates navigation and interaction from 
rendering that means MCS can create logical structures that correspondingly also deliver multiple 
navigations options. Then, it enables consistent user treatment across all channels such as 
maintaining consistent user data, profiles, preferences, personalising of content, services and channel 
and providing integrated feedback and analysis of user behaviour. Lastly, that there is a fact that 
client also needs to understand dialogue or navigation structure when taking advantage of using 
MCS. (ICL, 2000) 
 

 
 

Figure 5. 
Multi Channel Delivery System-Architecture in ICL 

(Source : ICL Presentation Slide) 
 
The advantages of implementing MCS, as referred from ICL, both for consumers and businesses 
are for cunsomers: that there are more services and information at single contact at a time and place 
convenient for the consumer, wherein principally business’ objectives are not compromised for 
productivity. Consumers also benefit from MCS as they have wide choice of delivery channel 
and that human service still available, as an option. 
 
For businesses, MCS appliances will contribute to the reduction of staff costs6, a possibility to 
reach nearly all customers universally, to track and to analyse customer comprehensively, and a 
great opportunity to build a customer lasting relationship. 
 
In short, MCS is used as a tool for ICL to create a “Win-Win Solution”7 both for consumers and 
businesses. 
                                                 
6  It is less than 20% of Call Centre cost, according to ICL (ICL 2000). 
7  Read more about this particular topic in “7 Habits of Highly Effective People”, by Stephen Covey 
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Part IV. 
Further Technical Discussion on E-Business Technology 

 
 
 
4.1.  E-BUSINESS  TECHNOLOGY SYSTEMS 
 
4.1.1.  E-BUSINESS SITE BASIC ARCHITECTURE 
E-Business systems architecture consists of a number of distinct components, operating in a 
reliable and secure manner. (Intel 2000). 
 
They are illustrated in a simple E-Business site below :  

 
Figure 6. 

Basic components of E-Business site. 
(Adapted from Intel, 2000) 

 
• Web commerce server runs a program that implements the HyperText Transfer Protocol 

(HTTP) to exchange messages between the server and a Web browser. The server 
typically hosts the company’s web home page, catalogue and order methods.  

• Payment gateway validates and authorises credit card transactions or other payment 
methods.  

• Integration between the web storefront and back-office systems and applications 
interface allows traditional retailers and catalogue merchants to leverage their existing 
systems and infrastructure by connecting them to the web storefront.  

 
As E-Business sites have become more functionally complex and traffic to these sites has 
increased, the simple web server architecture has expanded rapidly into tiers of applications and 
database servers. This expanded architecture allows high-performance E-Business sites to 
achieve greater scalability and flexibility. Consequently, as Internet architecture has become more 
and more advanced, the hardware components required to interface with the Web from both a 
client and server perspective have increased in number and sophistication.  
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Figure 6. 
Overview of Internet communication devices and facilities. 

(Adapted from : Intel 2000) 
 
Above figure illustrates the range of communication devices and facilities that are connected to 
the internet nowadays. Going forward, this set will continue to expand (for example, as new 
Internet-enabled home appliances are introduced), making the technology more pervasive in 
consumers’ lives. (Murray, 1995) 
 
The benefits of Internet software standards go beyond their use on the public Internet. Within 
an organisation, individual pieces of hardware are normally connected to each other by a hard-
wired network, which cannot be accessed from outside. They may still, however, benefit from 
sharing information in the HTML or XML formats designed for the Internet. This application of 
information sharing on an internal, private network is referred to as an intranet8.  
 
 
4.1.2. E-BUSINESS SOFTWARE STANDARDS AND LANGUAGE 
Through software standards9 and commonly used scripts and programming languages, text and 
data can be exchanged between any web site and web user. The following are major software 
standards and languages :  
 
HTML (HyperText Markup Language). The HTTP protocol defines the messages that can 
be exchanged between a web server and a web client. HTML is a document description language 
that consists of text and fixed tags. Tags describe the attributes of the text and other content and 
are used by clients to determine how to display the text or perform other manipulations.  
Each version of HTML has added new tags, which then must be implemented by all clients. A 
tag is enclosed in “<“ and “>“ symbols, such as <B> where the text that follows the tag must be 
bold. (Lemay 1998)  
 
XML (eXtensible Markup Language). XML is a specification for generating new languages 
that allows easy identification of data types in multiple formats, whereas HTML is a specific 
presentation or formatting language for content on the Web. XML and HTML were both 

                                                 
8  Similarly, to communicate securely with business partners, many organisations currently use the infrastructure of the 

Internet, but reserve channels that are not available to the general public. This controlled access to information creates 
an extranet. (Intel 2000) 

9  As every computer person might be aware of, that standardisation of data is at the heart of web commerce and is the 
primary reason that the web is available to so many people throughout the world. 
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developed as subsets of the Standard Generalised Markup Language (SGML), but, unlike HTML 
(which is a fixed language), XML can generate new special-purpose languages for specific 
applications . (Clintron, 1999) 10

 
Electronic data interchange and XML. Traditional EDI (electronic data interchange) systems 
require a network connection between the two organisations that are exchanging documents, 
definition of specific protocols, and a dedicated line running between the two companies. By 
contrast, the internet has created a common communications platform, thus eliminating the need 
for dedicated lines and enabling multiple parties, particularly small and mid-sized businesses and 
consumers, to use EDI .  11

 
Programming and scripting languages. Various development languages are used for writing 
E-Business platform applications. Although some languages have historically been “client” or 
“server” languages, the trend is to use the same languages in both environments. The three most 
common script or interpreted languages for the Internet are Java*, JavaScript*, and VBScript*, 
which resembles Visual Basic . (Rahmel 1996). 12

 
 
4.1.3.  SOFTWARE APPLICATION TOOLS 
While the Web architecture and software standards lay the foundation for exchanging 
information with a customer, it is application software that businesses use to help turn this 
information into a sale. These applications can be loosely classified as catalogues, configurators13, 
and combined tools, such as commerce platforms.  
 
E-Business catalogues are primarily designed to present products to potential buyers as they 
browse a web site or use the site’s search function. These catalogues typically provide more 
information about products than paper catalogues. Traditional attributes such as item number or 
stock-keeping unit (SKU), item description, and unit price can be supplemented with a 
photograph of the item, sample colour swatches, product or engineering specifications, a 
material safety data sheet, computer-aided design drawings, or a multimedia demonstration. It 
may also provide information supplied by other customers (such as book or product reviews) or 
an opportunity to chat with other shoppers on the Web site. Some catalogue applications are 
designed to manage large numbers of individual items, and offer search capabilities to help 
buyers navigate quickly to the items they want, while other applications are designed to 
emphasize merchandise presentation and special offers—functioning much like a retail store 
layout to encourage impulse or add-on buying.  
 
If the product being sold has simple features, few variable components and straightforward 
pricing, then a simple catalogue may be sufficient to store the product’s attributes. However, if 
the product’s feature set is large, maps to a broad range of customer requirements, or is 
composed of many interconnected elements, then it is unlikely that a catalogue will be 

                                                 
10  It is worth noting that XML is not a substitute for HTML. HTML is a specific presentation or formatting language for 

content on the Web, while XML is a specification for generating new languages. 
11  In addition, using an XML-based language for EDI overcomes many of the problems of traditional protocol-based 

approaches. In particular, it allows more flexibility in defining new formats. 
12  These languages are designed to be platform-independent and can be processed by a Web browser running on any client 

operating system as long as the browser understands that language. 
13  Online catalogues provide a mechanism for sellers to present their products to potential buyers. While configurator 

software guides customers to define a product that meets given criteria and whose features and options are mutually 
compatible. 
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sufficiently flexible to model the various product lines and options. In these instances, the use of 
a product configuration14 tool (or configurator) is needed.  
 
Typically, a configurator comprises of reasoning engine, Configuration model builder, Explanation facility 
that gives the user a context-sensitive rationale for why a choice is unavailable as well as 
suggestions for alternatives. It requires an underlying component or product database, the 
necessary logic to define rules or express constraints, and programmed operations that can 
evaluate combinations based on rules or constraints in concert with the buyer’s stated criteria.  
 
One set of vendor offerings for E-Business, commonly referred to as commerce platforms, 
provides software, a framework and tools for the development of E-Business capabilities. They 
are intended primarily for mid-sized and large E-Business sites that require a great deal of 
customisation and flexibility15. These platforms make it easier to develop E-Business applications 
such as feature-rich catalogues or ordering systems. They provide a well-defined set of APIs as 
well as the integration of common modules that E-Business applications require, such as 
payment methods or shipping logistics.  
 
 
4.1.4. INTEGRATION WITH ENTERPRISE SYSTEMS 
Integration is critical to E-Business as it bridges that connects of an organisation’s E-Business 
systems with its pre-existing enterprise applications. Approaches to carrying out the integration 
differ and their applicability depends on the extent to which an organisation uses E-Business, as 
follows. (Intel, 2000).  
 
Firstly, Custom Development. The lowest level technical response involves complete custom 
integration between multiple applications. In this approach, the custom-developed integration 
needs to handle everything from the basic details of moving data reliably from one application to 
another to the business logic that implements the integration of the two applications’ 
functionality. Then, Middleware Toolkits. This software provides connectivity between two or 
more applications and can also translate information between applications. Thirdly, Enterprise 
Application Integration (EAI) Middleware. EAI is packaged middleware for connecting E-
Business systems with other enterprise applications. It provides business process interfaces for 
common functions such as order entry, so that a new order placed via an E-Business Web site 
can contact and update all the applications involved in the order-entry process. And lastly, 
Vendor-Supplied Solutions. In the final approach, a single application vendor provides 
integration between multiple components of its application suite. An application vendor can 
usually provide integration between its own applications that is tighter and more seamless than is 
possible with applications from multiple vendors, simply because fewer inconsistencies must be 
bridged between the underlying data elements and logic of the two applications. (Intel 2000, 
Cintron, 1999) 
 
 
4.1.5.  SECURITY 
Security technology is called upon to perform several functions in E-Business transactions, 
which are authentication, confidentiality, secure delivery, privacy and non-repudiation. Confidentiality ensures 
the privacy of a transaction or message, which is obtained by encrypting the data.  
                                                 
14  A configurator is a special-purpose software tool that allows a user to define a product that meets given criteria or 

needs and whose features and options can be combined to work together. It may also compute the price of an assembled 
item, calculate payments, or compare the difference between leasing and buying or between buy and repair options. 

15  However, these platforms also need a high level of technical and programming expertise to implement their capabilities. 
Moreover, deployments are complex undertakings that require application development, integration and maintenance. 
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One method of encryption relies on the use of “digital signatures.” Digital signatures allow the 
receiver of a digitally signed electronic message to authenticate the sender and verify the integrity 
of the message. Most important, digital signatures are difficult to counterfeit and easy to verify, 
making them superior even to hand-written signatures. A digital signature is established by 
creating a message digest of an electronic communication, which is then encrypted with the 
sender’s private key using an asymmetric encryption (a public-key algorithm). A recipient who 
has the sender’s public key can verify that the digest was encrypted using the corresponding 
private key and thus determine whether the communication has been altered since the digest was 
generated. Digital signatures by themselves do not provide functions such as non-repudiation. 
They merely prove that a given message came from the holder of a given private key, not that the 
holder of the key is who they purport to be. Proof that the signer of the message really is who 
they claim to be can be supplied by a certification authority, which checks the credentials of the 
key holder before signing the holder’s public key with the certification authority’s certificate. 
(Intel 2000, Honeycutt, 1999) 
 
 
 
4.2. SCALABILITY IN E-BUSINESS 
The growth of E-Business continues to race beyond all expectations. A recent study by industry 
analyst the GartnerGroup* predicts that business-to-business e-Commerce will reach $7.29 
trillion by 2004 (Intel 2000). To keep up with that growth, companies must rethink both their 
computing infrastructures and Internet operations to adapt to this changing way of doing 
business. The best way to prepare for rapid growth is to begin with an architecture that can easily 
grow with business16.  
 
What is needed is scalability, which mainly will comprise of : 

1. Deploying performance headroom at least 10 times the predicted normal workload. In 
other words, building in extra power to handle the unforeseen.  

2. Scale-out the infrastructure using Redundant Arrays of Inexpensive Servers—or RAIS—in a 
clustered and load-balanced environment. By adopting a RAIS, it is easy to add low-cost 
severs to existing cluster as traffic to the site grows.  

 
 
4.2.1. A CLOSER LOOK AT RAIS 
The RAIS approach provides outstanding flexibility and price/performance. By adding 
affordable servers to the existing infrastructure, businesses can scale-out their operations to 
improve availability and increase capacity. Scaling-out front-end and most application servers yields 
both improved availability and capacity by taking advantage of load balancing and fail-over 
technologies. Servers can be easily and quickly added to an existing environment and, if a server 
does go down, fail-over systems assure there is no interruption of service to the customers17. 
(Intel 2000, Murray, 1995) 
 
 
 

                                                 
16  As more and more business get online, they will face unpredictable spikes in traffic, unforgiving customers, and the 

presence of sharp online competition. In this rapid-fire environment, the cost of unplanned downtime and site 
slowdowns can be devastating. 

17  The users can also easily scale-up their infrastructures by upgrading existing servers. For example, as their database 
servers start handling more and more complex requests, they can add processors and move from dual- to quad- or eight-
processor configurations. 
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4.2.2.  SCALE UP VERSUS SCALE OUT 
For back-end database applications, which often need to reside on a single server, scaling up by 
adding larger systems such as 8-ways, or dropping in additional processors and memory to 
existing systems, can boost performance. Scaling up the back-end delivers other benefits—
increasing processor density per square foot in expensive co-location environments and adding 
processing performance without increasing management overhead. (Murray, 1995) 
 
On the front-end, the environment can be a lot less predictable. The company must be able to 
respond to surges in raw traffic and be able to add processing power and network connections 
on short notice. Here, scaling out the infrastructure delivers optimal benefit. Workloads can be 
balanced among servers using hardware appliances that sit between the edge router and front-
end servers, or software-based load balancing. Fail-over capabilities and hot-swappable 
components ensure always-on operation.  
 
 
 
4.3.  ANOTHER ALTERNATIVE TO MCS : VIRTUAL PRIVATE NETWORK 
 
4.3.1. WHAT IS VIRTUAL PRIVATE NETWORKS? 
Virtual Private Networks Or VPNs offer the promise of a low-cost, flexible method for achieving 
secure connectivity over non-dedicated lines, including the Internet. They rely on encryption 
technology to provide a secure path or channel over these public networks. As more and more 
companies require global communications, the need for a low-cost, yet secure alternative to 
dedicated circuits continues to grow18 (Hartley, 1998). 
 
Until recently, VPNs were generally constructed from a combination of routers, dedicated 
hardware encryption units, and/or firewall devices. The most common VPN architecture was 
based on a commercial firewall product that included a data encryption capability, such as the 
Data Encryption System (DES). By using their existing firewalls, companies could create a secure 
connection over the Internet, provided both ends of the connection used the same firewall 
product, agreed on an encryption algorithm, and came up with a key management scheme. 

 
Figure 7:  

Basic VPN architecture – Using different encryption keys,  
each company can securely connect with the other companies over the Internet. 

(Source : Hartley 1998) 
                                                 
18  However, the complexities of creating VPNs and the lack of uniform standards have made it difficult. 
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Today, there are many VPN products to chose from. Although nearly all products provide basic 
data encryption functionality (using multiple encryption algorithms), many of the new products 
are now including additional features and/or technologies. These features include firewall 
functionality, secure remote access (client access software), user authentication (including the 
capability to be a digital certificate authority), and even secure remote management of the VPN 
devices themselves.  
  
4
One of the major drawbacks to early VPN 
.3.2.  SECURITY PROTOCOLS FOR VPNS 

products was the reliance on proprietary hardware 

ith current improvements in VPN technology and the availability of commercial products 

                                                

and software. This made it difficult, if not impossible, to create a VPN using dissimilar 
equipment. Although this is still partially the case, a new set of standards is emerging to address 
this issue. This set includes Point-to-Point Tunneling Protocol (PPTP)19 and the IP Security 
standard (IPSec)20. PPTP is sponsored by the Microsoft Corporation and IPSec is a set of draft 
standards being developed by the Internet Engineering Task Force (IETF).  
 
W
(based on the IPSec standards), it appears that VPNs are here to stay. There are still some issues 
concerning overall performance. Security, especially security based on data encryption, is going 
to be expensive from a CPU utilization standpoint. However, when the advantages are 
considered, VPNs are a viable alternative21.  
 
 
 

 
19  PPTP is a relatively new networking technology designed to let remote or nomadic users securely access an existing 

network via the Internet. This technology encapsulates data within IP packets to transport information that does not 
otherwise conform to Internet addressing standards. Furthermore, PPTP lets corporations take advantage of the 
Internet’s infrastructure to provide secure connectivity between remote clients and their private networks. Users on the 
road or working from home can securely connect to the corporate network using bandwidth provided by a public 
network. In addition, PPTP is not restricted to IP-based networks. It supports all major protocols, including TCI/IP, 
IPX/SPX, and Microsoft’s NetBEUI. (Intel 2000) 

20  IPSec is a set of protocols (based on RFCs 1828 and 1829) that use both authentication and data encryption algorithms. 
Currently, IPSec defines two authentication algorithms and seven data encryption algorithms. For authentication, IPSec 
specifies two protocols: the Authentication Header (AH) and the Encapsulating Security Payload (ESP). Both AH and 
ESP are based on the HMAC-MD5 and HMAC-SHA1 authentication algorithms. IPSec does not specify a specific data 
encryption algorithm. IPSec focuses on the security that can be provided by the IP-layer of the network. Under the 
IPSec definitions, security is divided into two distinct parts or protocols: authentication/ integrity and confidentiality. 
(Intel 2000) 

21  That means flexibility and cost savings as compared to dedicated lines. Although VPN technology affords more 
security, it must always be kept in mind that security comprises of more than a single technology or point solution. 
VPNs have their place, but so do security policies, host-based security mechanisms, and periodic assessments and 
evaluations. 
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Part V. 
Issues & Future of E-Business Technology 

 
 
 
 
5.1.  ISSUES TO CONSIDER WHEN CHOOSING E-BUSINESS APPLICATIONS 
Selecting applications for an E-Business system is not a trivial task. Users need to be aware of the 
major trends evolving, as well as the different types of solutions in order to consider which 
applications suit their company’s present and future needs.  
 
 
5.1.1. CONTENT MANAGEMENT 
Content management application offers solutions that help users to web-enable their 
traditional catalogues with parametric search engines and conversion tools that standardise data 
formats. In addition, the workflow and process-control capabilities of these products would 
result in greater collaboration between employees within an enterprise as well as between them 
and their customers, suppliers and trading partners.  
 

 
Figure 8. 

Business-to-Business Content Management 
(Source : Intel 2000) 

 
The main key functions of content management applications are that it has the capabilities to 
search across disparate product descriptions, to support for different data type definitions and 
formats (BizTalk, XML, cXML, CBL, OBI and EDI) that allows E-Business sites to map them 
into a single industry format and to support for protocols such as ICE (information and content 
exchange) that eases the electronic set-up of the publish and subscribe process between servers. 
(Intel 2000) 
 
5.1.2. ORDER MANAGEMENT  
Order Management applications are designed to allow buyers to enter an order, check it 
against inventory, and obtain updates from sellers while products are being built, assembled and 
delivered.  

 
Figure 9. 

Order Management 
(Source : Intel, 2000) 
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By connecting order management applications to trading partners, sellers can obtain the most 
up-to-date view of manufacturing, distribution and fulfilment procedures. These products reduce 
the time that elapses between order placement and order fulfilment. Savings can be realised when 
buyers place orders only when necessary, thus eliminating inventory management problems. 
Manufacturers can build products only after orders are received, and sellers deal only with the 
highest performance suppliers.  
  
 
5.1.3. CUSTOMER SERVICE AND SUPPORT 
Customer service and support applications handle functions such as customer self-service 
and e-mail management as well as solutions that help merchants achieve greater sales and profits 
by delivering improved customer and channel partner relationships and real-time service 
capabilities on the Internet. In addition, other examples of services within the customer service 
and support applications are those providing categorisation of incoming e-mail and/or 
automating e-mail responses, electronic sales assistant to identify the buying needs and style of a 
customer based on demographic and psychographic information.  
 
Given the rising importance of partnerships and alliances within the Internet economy, several 
customer service and support applications provide the ability for a company to improve its 
connections with partners and alliances.  
 
 
5.2. E-SECURITY  
Today, of course, these networks are an open thoroughfare for sharing information and 
conducting business with customers, business partners, and suppliers. External threats are 
increasing dramatically along with the growth in Internet activity. However, internal threats are as 
obvious and immediate as ever. Unauthorized Internet access by insiders rose for the third 
straight year, as reported in the 1999 FBI survey.  

 
Figure 10. 

CSI/FBI Survey Result – Sources of Website Intrusion 
Source: Computer Security Institute, 1999 as in (Intel, 2000) 

 
Corporate leaders recognise the new business opportunities and competitive advantages available 
through this dynamic interchange and are forging ahead with E-Business initiatives. These 
leaders must establish information and network security measures to effectively secure their E-
Businesses.   
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5.2.1. CONSIDER E-SECURITY SYSTEM NEEDS 
Choosing the appropriate security system requires a thorough risk-analysis to tailor the system to 
meet specific company needs. Overall, the security system must be capable, flexible and scalable. 
(Intel, 2000), which means : 

- Capable of protecting valuable assets to the degree deemed necessary by the company. 
Based on the value of the asset, companies must determine the level of security needed 
and select technologies that can deliver that security.  

- Flexible enough to allow integration across systems, create personal customer 
relationships, and satisfy customer trust and service expectations while protecting 
company assets. With the proliferation of “… mergers, acquisitions and strategic alignments, it is 
unclear in tomorrow’s world whether an alliance partner will be a client, a vendor or a new competitor. 
The security architecture must be flexible enough to handle these complexities ... ”  (Intel, 2000) 

- Scalable enough to handle large, unpredictable demand. Companies must be able to 
simultaneously service millions of heterogeneous users, whose needs can change at a 
moment’s notice. They must do this while maintaining availability and peak performance 
under extreme loads, in an environment where taking services down is unthinkable.  

 
 
5.2.2. KEY ARCHITECTURAL COMPONENTS 
Companies need to determine how much risk they can accept, and what measures they must take 
to deal with the risks they cannot accept. The technical challenge for most companies is changing 
the security environment to match that risk. Much in the way that investment managers trade off 
risks, corporate executives must trade off the value and cost for products, services and 
information and establish an appropriate level of security around them.  
 
A secure E-Business architecture has three primary components (Smith, 1999):  

- Security mechanism around the browser, often called “client,” where the transaction begins. 
- Security on the server side of the transaction. This encompasses the Web front-end, legacy 

systems, corporate databases, and business information within the server.  
- Security related to the transaction itself. This may involve, for example, making sure that the 

transaction goes from the buyer’s side to the seller’s side without hostile intervention.  
 
 
5.2.3. TYPES OF SECURITY TECHNOLOGIES 
Different products are designed to protect against different types of threats. These security 
products are sold as point solutions and as integrated suites. Both the company’s computing 
infrastructure (networks, intranets, the Internet and extranets) and the applications running on 
and through those systems have security requirements addressed by different products. The key 
is for each business to assess what types of security technologies are necessary based on the 
company’s needs.  
 
Electronic commerce and the corporate drive to provide secure access to third parties—
customers, business partners, suppliers—are accelerating this market evolution. Business leaders 
need to assess the products available in the market and select those that best fit their specific 
security requirements. Furthermore, every company is now going to need a secure E-Business 
portal in order to fully realise the benefits of E-Business. These benefits include the ability to 
implement personalised customer loyalty programs, tighten the supply chain, and provide more 
accessible information globally to constituents, customers, prospects, partners, employees and 
suppliers in real time. An E-Business security program is an essential aspect of realising these 
benefits.  
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Conclusion 
 
 
 
In the early stages, E-Business applications were built largely on new data sources and new 
applications. However, as the industry matures, it is the leverage afforded by enabling existing 
data that is driving the implementation of web-based applications. It is natural to associate  an E-
Business application with the functionality delivered at the workstation, because it is common to 
associate the user with the application. However, E-Business is really about accessing and sharing 
data, within and outside your organisation, and conducting electronic transactions between 
business, its customers, and its suppliers.  
 
Here is the summary of different types of E-Business technology time-line for E-Business 
Strategies22 (Intel 2000): 
 

Internet Strategy 
Attack e-tailing 

Past 
Application server, 
data warehouse 

Present 
Auction, multi-source content 
integration, XML servers, marketing 
automation, logistics execution, 
mobile computing 

Future 
Real-time profiling, mobile negotiation 
agents, industry lexicons, smart optimisation 
algorithms 

Defend e-tailing Data marts, analytic 
applications, CRM 

Intelligent automated segmentation, 
natural interfaces 

External profile directories, trust marks, 
pattern-matching expert systems, 
component security 

E2E (end-to-end) 
integration 

ERM, supply chain 
optimisation 

Business-ware, workflow engines, 
persistent stores, logistics 
optimisation, event prediction, 
automated management, knowledge 
management, product supply chain 
automation from point of design to 
point of sale 

Logistics integration, accessible optimisation 
algorithms, resource clouds, natural 
language interfaces, integrated logistics 

Market creation Collaboration, ERM, 
e-mail 

Knowledge management, persistent 
stores, XML servers, data 
warehouse, remote telemetry, spatial 
computing, services supply chain 
automation 

Business integration engines, mobile 
negotiation agents, natural language, 
industry lexicons, intelligent search engines, 
integrated logistics 

Customer as 
designer 

Data warehouse, 
multimedia 
authoring, 3D 
graphics 

Natural language, real-time micro-
segmentation, 3D real-time 
visualisation and rendering 

Global directories, animation, sound 
integration, lexicons, global directories, 
integrated logistics 

Open source value 
creation 

Linux, free source 
code 

Trust-based license, free content, 
asset definition standards, search 
engines, directories, collaboration 
engines 

Operating environment assembly, usage-
based asset license, embedded license 
management, role-based asset pricing, 
language-independent search engines, 
agents 

                                                 
22  Attack e-tailing. Attack e-tailing is aggressive competition on the basis of comparative pricing, usually practiced by 

dot-com companies.  

Defend e-tailing. Defend e-tailing is a strategy that brick-and-mortar companies can use in response to attack e-tailing. 
It involves differentiation based on brand qualities beyond price and is all about building the most complete profile 
possible.  

E2E (end-to-end) integration. E2E integration is an efficiency strategy using the Internet to decrease E2E costs and 
add quality and delivery attributes to the product.  

Market creation. Market creation involves the business of supplying market clearing and additional  services in 
cyberspace, resulting in creation of an integrated ecosystem of suppliers.  

Customer as designer. Customer as designer involves making design expertise accessible to the customer so that 
extremely personalised products can be designed and “tested” for personal preferences.  

Open-source value creation. Open-source value creation is the mystery strategy that begs to know how it can exist 
with no visible means of economic support. 
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Customers are involved in three feedbacks loops-attack e-tailing, defend e-tailing, and customer as 
designer. These feedback loops range from microseconds to seconds to minutes, respectively, and 
place the most severe requirements on databases and data warehouses and their associated 
analytical applications for real-time personalisation, including the retrieval, analysis, and 
presentation of external content. The other feedback loops involve more time, ranging from days 
to weeks to months for these respective systems: E2E (end-to-end) integration, market creation, and 
open source value creation.  

 
Figure 11. 

Feedback Loops of E-Business 
(Source : Intel, 2000) 

 
Selecting appropriate software to fit the E-Business strategy is important and in order to enhance 
a company’s choice of components and future interaction with outsourcing providers, 
companies should build E-Businesses on a modular, open and flexible software platform.  
 
The application of Multi Channel Server, as it has been applied by ICL, might be a 
comprehensive choice for nowadays and future E-Business. 
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